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1. Encrypted Volume and File System (EVFS) uses which type of key to encrypt data?
A. digital certificate

B. RSA-1024 bit public key

C. RSA-2048 bit private key

D. AES-128 bit symmetric key

E. AES-256 bit asymmetric key

Answer: D

2. ldentify the features of the TCP Wrappers product. (Select three.)

A. enhances cryptographic authentication

B. provides protection against IP address spoofing

C. provides protection against hostname spoofing

D. provides data encryption on TCP "wrapped" connections

E. provides enhanced protection for RPC daemons using TCP/IP connections

F. provides enhanced security for daemons managed by inetd using TCP/IP connections

G. may be configured to provide enhanced security for any daemon using TCP/IP connections

Answer: BCF

3. Identify where Encrypted Volume and File System (EVFS) protects data.
A. in transit

B. in the kernel

C. over the network

D. on the storage device

Answer: D

4. After running kctune executable_stack=2, what happens if MyProg executes code from the stack?
A. MyProg continues running without incident.

B. MyProg is killed before a single instruction can be executed.

C. MyProg continues, but logs a warning to /var/adm/syslog/syslog.log.

D. MyProg continues, but a warning message is logged to the kernel message buffer.

Answer: D

. Which benefits does chroot provide to an application from a security perspective? (Select three.)
. forces an application to start in a specified directory
. allows the users to do a cd abowve the specified directory

. prevents the users from doing a cd abowve the specified directory
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A

B

C. prevents an application from starting in a specified directory

D

E. allows the users of the application access to the directory and the directories below it
F

. prevents the users of the application access to the directory and the directories below it






