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1. A technician wants to remotely log into an office computer using remote desktop. The technician needs to do this
in a secure manner. Which of the following would accomplish this?

A. VPN

B. Tagged packets

C. VLAN

D. Telnet

Answer: A

2. Which of the following network senvices is responsible for mapping names to IP addresses?
A. DHCP

B. DNS

C. IMAP4

D. Telnet

Answer: B

3. A technician is asked to re-terminate a wall jack that has become loose. Upon looking at the wiring, the technician
notices that it was originally wired as 568A. The company implemented a policy stating that all cable terminations
should adhere to the 568B standard. With this in mind the technician should:

A. run a new cable and terminate both ends to the 568B standard.

B. re-terminate the loose end of the cable to the 568B standard.

C. re-terminate both ends of the cable to the 568B standard.

D. re-terminate the non-loose end of the cable to the 568B standard.

Answer: C

4. Which of the following protocols is used to access files on a remote server?
A. FTP

B. NTP

C. SIP

D. ARP

Answer: A

5. Ensuring that data is transmitted securely over an IP network is the main purpose of:
A. Telnet.

B. FTP.

C. SIP.

D. TLS.

Answer: D

6. Which of the following network protocols is needed to ensure that users can type in a FQDN instead of the IP
address?

A. DNS

B. FTP

C. WINS



D. IMAP4
Answer: A

7. Which of the following network protocols allows for automated alerts and reports on network devices?
A. SNMP

B. IGMP

C. SMTP

D. TLS

Answer: A

8. Which of the following ipconfig switches will display when the lease was obtained?
A. /displaydns

B. /renew

C. /all

D. /release

Answer: C

9. Which of the following is correct when conwerting 192 to binary?
A. 11000000

B. 00110000

C. 00001100

D. 00000011

Answer: A

10. An IDS is used for which of the following purpose?

A. Monitors inbound and outbound network connections in order to identify suspicious activity.
B. Monitors inbound and outbound network connections in order to prevent suspicious activity.
C. Controls inbound and outbound connections to prevent unauthorized access to the Internet.
D. Controls inbound and outbound connections in a network device by command lines.
Answer: A

11. An administrator is using a packet analyzer across a single switch but is only receiving partial packet information.
Which of the following would need to be implemented on the switch for the administrator?

A. VLAN

B. Port authentication

C. Spanning tree

D. Port mirroring

Answer: D

12. The optimal transmission speed for a CAT5 network cable in a main distribution frame (MDF) is:
A. 1Mbps.

B. 10Mbps.

C. 100Mbps.

D. 1000Mbps.

Answer: C

13. After a technician came out and installed a new wireless router, one of the wired workstations began having
problems connecting to the file senver. This is only an intermittent problem. Which of the following actions will the
technician MOST likely perform to resolve this problem?

A. Change the router's SSID.

B. Mowe the router's location.

C. Check user permissions.

D. Check the cable ends.






